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21Terminal Challenge - Winter Wonder Landing

Bushy evergreen is in a predicament. The program that they use for chat has been closed 
and he needs help restarting it. Unfortunately, he doesn’t know where the binary is locat-
ed. Let’s give him a hand.

The find command is usually used to search for binaries on the system. Unfortunately it 
doesn’t seem to work, giving us a “cannot execute binary file: Exec format error”. Ex-
amining the binary with the file command, we can see that it’s built for the ARM archi-
tecture while our sytstem is AMD64. To run this binary we’ll need a way to emulate the 
architecture that the binary is built for. However, tools for that purpose do not exist on 
this machine. 

Instead, we can use the “ls” command with the -r switch to recursively list all the files on 
the system, and use the “grep” command to filter all the output by a search string.

note that the “-B” switch of grep will return n lines BEFORE the located string. In this 
way it will include the directory where the file was found (provided by ls).

Winter wonder landing



22Terminal Challenge - Winter Wonder Landing

We run the binary by providing the full path of the executable.

Success!
For completing this task, we are rewarded with the Conveyer tool to help us with the 
snowball challenges.



23Terminal Challenge -  Cryokinetic Magic

Holly Evergreen is in need of assistance. The candy cane striper process has stopped and 
we are tasked with getting it up and running again.

Running the CandyCaneStriper binary results in a permission denied error. Listing the 
permissions of the file, we see that the execution bits are set to off, and the binary is 
owned by the user and group, root. 
Looking at our own user and group memberships, we see that we belong to the elf group. 
Additionally, examing the “chmod” binary, we see that it is an empty file

We’ll need a way to execute this binary without changing the permission bits.

Cryokinetic magic
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Looking at the output of the previous file command, we see that the binary is dynamically 
linked with the interpreter at /lib64/ld-linux-x86-64.so.2

This means that when this binary is (normally) run, the kernel passes control to ld-li-
nux-x86-64.so.2 which loads the shared libraries that the program needs to function. After 
that, ld-linux-x86-64.so.2 then passes control over to the application.

ld-linux-x86-64.so.2 is an executable, and looking at it’s man page1 (man 8 ld-linux.so), 
we can see that this file can accept a program as an argument. 

1 https://www.systutorials.com/docs/linux/man/8-ld-linux.so/

We supply our binary, CandyCaneStriper to ld-linux-x86-64.so.2 as an argument and...

The CandyCaneStriper is run!
For completing this task, we are rewarded with the Thermite tool to help us with the 
snowball challenges



25Terminal Challenge - There's Snow Place Like Home

Pepper Minstix needs help running his trainstartup binary 

Attempting to run the file gives us an error: “cannot execute bniary file: Exec format 
error”. Running the “file” command, we see that it’s built for the ARM architecture, while 
our host is amd64. To be able to run this binary, we need a way to emulate it’s environ-
ment.

Fortunately, on this host, qemu is available. Qemu is the “Quick EMUlator” designed to 
perform hardware virtualization which is exactly what we need. Looking at the available 
qemu binaries, we see that we have available to us multiple architectures that we can 
emulate. To help out Pepper, we’ll need to run the binary in an ARM environment. the 
qemu-arm binary should help us with just that.

There’s snow place like home



26Terminal Challenge - There's Snow Place Like Home

Hurray!
For completing this task, we are rewarded with the Jam tool to help us with the snowball 
challenges



27Terminal Challenge - Winconceivable: The Cliffs of Winsanity

Sparkle Redberry has come to us with a problem. The santaslittlehelperd process has gone 
awry and he is unable to stop the process. Let’s see what we can do 

We get a list of all the process with the “ps” command and note the process ID (or PID) of 
the rogue process. We then use the “kill” command and supply it the process ID and the 
process should stop.

However, the kill command does not seem to have any effect. Examining the “kill” binary 
with the “file” command does not work as “file” is not installed on the system.

winconceivable: the cliffs of 
winsanity



28Terminal Challenge - Winconceivable: The Cliffs of Winsanity

The “alias” command can be used to show if an alias is being used to bind commands to 
user-defined names. Running the alias command shows us what the problem is. All our 
kill commands have been aliased to “True”, which does nothing.

The alias is removed with the unalias command and kill is run again.

This time, the process no longer shows up in the process listing. Mission Accomplished!

For completing this task, we are rewarded with the Candycane tool to help us with the 
snowball challenges.



29Terminal Challenge - Bumbles Bounce

Minty Candycane has a task for us.  We need to find the least popular browser from a web 
server log. The file is very large with over 98,000 entries. Fortunately with the tools avail-
able to us, the task should be doable.

First we’ll need to understand how the file is laid out. we run the “head” command and 
look at the first few lines of the logs.

To identify the least-popular browser, we’ll want to examine the contents of the user-agent 
field in the logs, the last entry per line. Looking at this, we can see that all the user-agents 
are enclosed in quotes (“). With this information we can split each line of the file using the 
“cut” command and use quotes (“) as our delimter. This will result each line being cut into 
6 separate fields with the user agent being the 6th.

bumbles bounce



30Terminal Challenge - Bumbles Bounce

Looking at our output, we see that there are duplicates. To fix this, we can pipe the out-
put of our previous command to the “sort” and “uniq” commands to sort the output and 
remove duplicate strings. Supplying the -c (count) switch to uniq will prefix each result 
with a number, indicating how many times it appears in the output.

The resulting output can be further piped into the sort command, this time, supplying the 
-n switch to sort the output numerically from least to most. Lastly, everything is piped into 
the head command to only return the first 10 entries. The entry we want will be the very 
first entry in the output, Dillo.

For completing this task, we are rewarded with the Bumper tool to help us with the snow-
ball challenges



31Terminal Challenge - I Don't Think We're In Kansas Anymore

Sugarplum Mary is looking for some help finding the most popular christmas song in a 
database. 

We can use the sqlite3 command to open the db file. With the schema command, we see 
that we have 2 tables, songs and likes. The column names are displayed as well. With this 
information we can begin to construct SQL statements to query the database.

Each row in the likes table corresponds to 1 like. To be able to count how many likes a 
song has, we need to group the contents of the likes table and count how many likes each 
song-id has. The output then needs to be ordered least to greatest. 
This can be done with the statement:
select count(*), songid from likes group by songid order by count limit 10;

I don’t think we’re in kansas 
anymore



32Terminal Challenge - I Don't Think We're In Kansas Anymore

We can see that the song with songid 392 has 11,325 likes. We query the database once 
more, this time looking in the songs table to find the song with songid 392.

Alternatively, we can condense the statements into a single query by joining the 2 data-
bases together and selecting the output that we want. The query will go something like 
this:
SELECT count(*), likes.songid, songs.title FROM likes
LEFT JOIN songs
ON songs.id = likes.songid
GROUP BY songid
ORDER BY count(*) DESC
LIMIT 10;

In any case, we were able to find the most popular song for Sugarplum Mary, “Stairway 
to Heaven”
For completing this task, we are rewarded with the Portal tool to help us with the snow-
ball challenges.



33Terminal Challenge - Oh Wait! Maybe We Are . . .

Shinny Upatree needs help restoring the /etc/shadow file from backup.

Looking at th permissions of the /etc/shadow file, we can see that it’s owned by the user 
root and group shadow. To be able to make any modifications to this file, we need to ele-
vate our permissions somehow to that user or group.
Using the provided hint we run the “sudo” command with the -l switch. This will list all 
the commands that the current user can run (under which user/group)

In the above output, we can see that our user is able to run the “sudo” command on the /
usr/bin/find binary as part of the shadow group without being prompted for a password. 
We can try this out by running the command
sudo -g(group) shadow /usr/bin/find
The command is succesful and we are able to run the find command as the shadow group.

oh wait maybe we are . . .
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But how does this help us?

Well, if we are able to somehow make an operation on the /etc/shadow file using the 
“find” command, while it’s executed under the shadow group, the changes will be accept-
ed because of the file’s ownership. Luckily, “find” has an option to do just that. 

With the -exec switch, “find” will execute the supplied command on each result that it 
matches on. In this case we can find /etc/shadow, and execute a copy operation to over-
write /etc/shadow with /etc/shadow.bak. The command will look something like this:

find /etc/shadow -exec cp /etc/shadow.bak {} \; (the {} will be replaced with the results of 
the find command)

Running the command produces no errors - a good sign.
Finally we look for the inspect_da_box binary and run it.

We were able to restore /etc/shadow!



35Terminal Challenge - We're Off To See The . . .

A challenge from Wunorse Openslae! We are tasked with making the given binary return 
42. We are also provided the partial source code as a hint and are told that we’ll have to 
write a line or two of code. Let’s begin.

1 https://pen-testing.sans.org/blog/2017/12/06/go-to-the-head-of-the-class-ld-preload-for-the-win

Looking at the source code of the binary, we can see that the main function calls getrand() 
and stores the value in the variable, randnum. The value of randnum is then compared to 
42.

To complete this challenge, we’ll need to somehow hijack the execution of the binary. To 
do this, We’ll use the article1 that Holly Evergreen sent to @PepperyGoodness via twitter. 

we’re off to see the . . .
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From the source code we know that the isit42 binary is calling the rand() function from 
somewhere (presumably, a shared library). If we can  create our own library with our own 
version of rand (that always returns 42) and somehow force the Linux loader to load that 
first, we may be able to get the isit42 binary to return 42. Every time.

Fortunately, there is a feature just for that. By setting the LD_PRELOAD environment 
variable, we are telling the linux loader to load the the shared object in LD_PRELOAD 
first, before all other shared libraries. 

First we’ll create our own version of rand, making sure to match the function prototype of 
our function with the original (rand(void))

When this function is 
run, it will always return 
42.

Next we use gcc (GNU C Compiler) with the following flags:

-shared - Tells GCC to create a shared object
-fPIC - Creates Position Independent Code (code that can be executed regardless of where 
it’s located in memory, needed for Shared libraries)
-o always42 - The name of the output file

With our shared library in place, all we’ll need to do is set the LD_PRELOAD environ-
ment variable to the path to our newly created file, and run isit42

And with that, all the Terminal Challenges are complete!
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38Questions and Answers - The Great Book, Page 1

The Great Book, Page 1
1) Visit the North Pole and Beyond at the Winter Wonder Landing Level to 
collect the first page of The Great Book using a giant snowball. What is the 
title of that page? 

The title of the page is “About this Book”



39Questions and Answers - The Great Book, Page 1

The great book page can be obtained by completing objective # 1 in the Winter Wonder 
Landing level. Once that is accomplished, the first page of the Great Book titled “About 
this Book”, is added to our stocking.



40Questions and Answers - Letters to Santa

available hints

2) Investigate the Letters to Santa application at https://l2s .northpolechrist-
mastown .com . What is the topic of The Great Book page available in the web 
root of the server? What is Alabaster Snowball’s password?

Letters to Santa

 The topic of the Great Book page avaialble in the web root is about the story of how the 
scientists of OZ created the flying monkeys, Moonracer, and Santa’s flying reindeer (and 
the reason behind Rudolph’s red nose).

 Alabaster Snowball’s password is: stream_unhappy_buy_loss



41Questions and Answers - Letters to Santa

To begin, enumeration is done on the Letters to Santa web application found at l2s.north-
polechristmastown.com.  Sparkle redberry’s hint (#2) mentions some development content 
that’s left behind on the site. 

We can find this by look-
ing at the source code. 
At line 243, a link to the 
development version is 
found (http://dev.north-
polechristmastown.com).

web app

source code



42Questions and Answers - Letters to Santa

We browse to dev.northpolechristmastown.com and take a look around.

 Upon examination we find a toy 
request form that didn’t quite 
make it into the production ver-
sion of the site

We view the source code and 
find a few interesting comments 
(regarding Equal-Facts.) and the 
framework that the site is built on, 
Apache Struts.

dev page

source code

Equal Facts?
Equal facts was a company 
that   had it’s data compro-
mised with an apache struts 

vulnerability (Hint #3)
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Looking at Sparkle’s hint # 6, we are informed that Alabaster did some testing against an 
apache struts exploit, CVE-2017-5638 and found that it wasn’t vulnerable. He also alludes 
to some other vulnerabilities that Apache Struts may be vulnerable to. In hint #7, He talks 
about the structure of Apache struts and the difficulty of properly formatting XML because  
of special characters. And most importantly, he links to a useful article1 detailing another 
apache struts exploit using xml

We use the exploit in the linked 
article (CVE 2017-9805) to see if 
we can achieve remote command 
execution on the target system. 
Observing how the exploit works, 
it looks like the command is suc-
cessfully sent. However, we are 
unable to verify if the command 
actually worked. 

To verify, we can set up a netcat 
listener on our box, and send a 
command to the vulnerable server, 
piping its output into netcat, and 
sending it to our listener

We get the output back succesfuly and can confirm that we have remote code execution.
At this point, we there are multiple ways to retrieve the page of The Great Book in the web 
root directory. In this walkthrough, we will be using a web shell (mentioned in Sparkle’s 
hint) to grab the file. 
Sparkle, in hint # 3 mentions the 
use of a webshell to access his 
system remotely. We will be using 
the same concept. A simple PHP 
web shell  is downloaded from the 
internet2 and written to the web 
root (/var/www/html on most unix 
installations). We give it a unique 
filename and browse to it using our 
vbrowser. 

What is a webshell?

A web shell is a script that can be up-
loaded to a web server to enable remote 

administration of a machine

1 https://pen-testing.sans.org/blog/2017/12/05/why-you-need-the-skills-to-tinker-with-publicly-released-exploit-code
2 https://gist.githubusercontent.com/joswr1ght/22f40787de19d80d110b37fb79ac3985/raw/be4b2c021b284f21418f55b9d4496cdd3b3c86d8/easy-simple-php-web-
shell.php
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Success! The webshell is reachable and comamnds entered into the prompt are executed, 
and their output displayed on the page.

Web shell

The Great Book page is in the webroot and we can browse to and download it using our 
browser, by visiting https://l2s.northpolechristmastown.com/GreatBookPage2.pdf. This 
page of the great book tells the story of how the scientists of OZ created the flying mon-
keys, Moonracer, and Santa’s flying reindeer (and the reason behind Rudolph’s red nose).

However, we are still not finished. We need to find alabaster snowball’s password.
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In the below command, we will at all the contents of all the files in the /opt directory, and for each 
file, execute grep and look for the string “alabaster_snowball” case insensitive (-i) and print the 
filename(-H) and linenumber(-n) for each match.

We can see that we have a single match. In that file, we can see the hard-coded credentials for Ala-
baster Snowball’s unix account, stream_unhappy_buy_loss

But searching the entire filesystem may take a long time. We can narrow down our search 
to directories that developers may put files into before moving them into production. the 
directory /opt seems like a good candidate

Next, we can search through the entire filesystem to see if any files contain his username 
using a technique simlar to what was used in the there’s snow palce like home terminal 
challenge.

Looking at our last available hint, sparkle mentions the possibility of hard coded creden-
tials. we can enumerate the users by displaying the /etc/passwd file. Here, we see Alabas-
ter’s username, alabaster_snowball
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available hints

3) The North Pole engineering team uses a Windows SMB server for sharing 
documentation and correspondence . Using your access to the Letters to Santa 
server, identify and enumerate the SMB file-sharing server. What is the file 
server share name?

The SMB Server

The Fileserver share name is: FileStor
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With SSH access to the web server we can now begin enumeration of the internal network 
that it sits on. Unfortunately, it seems that we are in a restrictewd shell, with certain com-
mands being unusable. Conveniently however, the nmap command is available which we 
can use to enumerate the network. We first look at the host we’re on to determine the IP 
range. We are 10.142.0.11 with a default gateway 10.142.0.1. we can deduce that we sit on 
a /24 network and begin scanning. Our first default nmap scan returns several servers, but 
only 1 SMB server named EMI. This does not seem to be the SMB file-server we need.

nmap output
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Holly evergreen’s hint mentions that NMAP’s default scan can miss certain hosts and with 
some certain switches, we can narrow down our search. Using our new search, one more 
machine is found which looks to be our  missing SMB server.

In order to interact with this fileshare we need a way to connect to it. Kali comes with a 
tool called smbclient which we can use for just that purpose. Unfortunately, the SMB serv-
er is sitting in an internal network that our Kali machine has no access to. We need a way 
for our Kali machine to talk to the hosts on the internal network. Holly gives us another 
hint regarding port forwarding which will work nicely for what we need.

For this setup, we’re telling SSH to listen on OUR local port 445 and forward all traffic to that port 
to 10.142.0.7:445 through l2s.northpolechristmastown.com
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With port forwarding setup, we use the smbclient tool to interact with the SMB server. We 
supply it with the -L switch to list it’s shares, and the -U switch to supply it with our user, 
which in this case will be alabaster_snowball. A password prompt greets us but what could 
the password be? Well, according to Holly, Alabaster likes to keep life simple and reuse 
passwords. It’s worth a shot. 

The comand executes without any errors and we see a list of shares on that host. The share 
that we want is named FileStor and is the share that we’ll be connecting to. We run the 
same command (this time without -L) and supply the share name that we would like to 
connect to.

Exploring the file share we see numerous files (which may be useful later on) one of them 
being a page from the great book. The files are downloaded for later use.
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available hints

4) Elf Web Access (EWA) is the preferred mailer for North Pole elves, avail-
able internally at http://mail .northpolechristmastown .com . What can you learn 
from The Great Book page found in an e-mail on that server?

Elf Web Access

The page of the Great Book found in an email on the mail server is about the munchkin Lollipop 
Guild, created to defend “Oz against all elven aggression”. The Lollipop Guid is known to mount 
cyber attacks against the North pole where the elven Blue Team work day and night protecting the 
north pole from their attacks. The page also hints about the existence of munchkin moles, who are 
rumored to have infiltrated the elven population.
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Referring to our previous nmap scan of the network, we see that the mail server has the IP 
10.142.0.5. To begin, we’ll run a more intensive scan with nmap.

In one of Pepper Minstix’s hints, he 
tells us about this application and 
how there may be some dev files 
left behind. He also mentions that 
Alabaster keeping dev files from 
search engine indexers. This is usu-
ally done through robots.txt This is 
confirmed by the nmap scan which 
shows us the existence of a listen-
ing port hosting a dev version of 
the site. In addition the robots.txt 
reveals the file /cookie.txt

 We port forward to 10.142.0.5, port 3000 and obtain a copy of cookies.txt for later use.

Our next step is to log in to the mail server. We have some Alabaster’s credentials. Let’s try 
them out.

The server replies back with an error but also tells us the correct format. We try again but 
this time, it seems like the password may be incorrect. Time to find another way in.

Mail server

robots .txt
a standard used by web-
sites to communicate 

with web crawlers and 
other web robots
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cookie .txt In cookie.txt, we find what 
could be how the web serv-
er generates and checks for 
the validity of authentica-
tion cookies. We can see in 
the cookie_maker function, 
that a random string is 
encrypted with a key and 
encoded in base64, produc-
ing a 21-byte long cipher-
text. The ciphertext, along 
with the random string and 
username are passed as the 
cookie.

In the cookie_checker 
function, the ciphertext is 
decrypted by using a key 
stored on the server side. 
If the decrypted plain-
text matches the plaintext 
passed in the cookie, then 
it can be inferred that both 
keys used to decrypt/en-
crypt the cookie is the same 
and access is granted.

Using the dev tools packaged with Firefox, we can inspect the values that are being passed in the 
cookie header. Additionally, we can edit these values to produce different results.

dev tools
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If the ciphertext passed in the cookie is not encrypted with the same key on the server, then the 
authentication check will fail. Unfortunately, there’s no way to determine the key unless access to 
the mail server is obtained. Fortunately, Pepper offers a brief explanation of how AES256  works 
and a very important clue

We know that the ciphertext is a base64 encoded string, with a length of 21 bytes. According to 
Pepper’s explanation, the first 16 bytes are removed and used as the IV. The IV along with the se-
cret key is used to decrypt the ciphertext. Consider then, what would happen if the entire cipher-
text was only 16 bytes long? 16 bytes would still be removed as the IV and we would be left with a 
ciphertext of 0 length. What would happen then?

Let’s test this out. First, we’ll need a 16 byte length string. This is then encoded with base64 (as this 
is the format the the server is expecting). Finally, any trailing equals signs  (=) are removed. We are 
left with our “fake” cipher text.

Using the Firefox dev tools, we edit the cookie header. We supply a username (in this case, ala-
baster.snowball@northpolechristmastown.com) along with the plaintext (blank) and our newly 
created ciphertext in the appropriate fields.
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The page is refreshed, Firefox dev tools will now send the modified cookie over to the server and 
access to the mail server is obtained

Elf webmail 
access
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 A wealth of information can be found within the email application including usernames, email 
address and of course, a page of the great book. Holly evergreen’s email to everybody includes a 
link where the page of the Great Book is saved.

This page of The Great Book tells the story of the munchkin Lollipop Guild, created to defend “Oz 
against all elven aggression”. They are known to mount cyber attacks against the North pole where 
the elven Blue Team work day and night protecting the north pole from their attacks.

This page also brings alludes to the existence of Munckin Moles, who are rumored to have infiltrat-
ed the elven population.

Holly’s email
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available hints

5) How many infractions are required to be marked as naughty on Santa’s 
Naughty and Nice List? What are the names of at least six insider threat 
moles? Who is throwing the snowballs from the top of the North Pole 
Mountain and what is your proof?

Naughty? Or Nice?

4 infractions are needed to be put on Santa’s naughty list

The names of 8 suspected munchkin moles are as follows:

“Beverly Khalil”
“Bini Aru”
“Boq Questrian”
“Kirsty Evans”
“Manuel Graham”
“Nina Fitzgerald”
“Sheri Lewis”
“Wesley Morton”

 The giant showballs are being thrown from the top of the North Pole Mountain by Bumble, the 
Abomniable Snow Monster. This is corroborated by page 5 of the Great Book where in the past, he 
has been known to enslave elves to create giant snowballs he can use as weapons.
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To answer the question, We need to obtain a list of all the infractions in the nort pole 
police department database located at nppd.northpolechristmastown.com. In addition, we 
will need ‘the naughty and nice list.csv’ file found in the SMB server in question number 
2. A cursory look over the data shows the infraction titles, names, and the status of the 
infractions.

nppd

Using the search function allows us to filter through the infractions and more importantly, down-
load the results in JSON format. In this walkthrough we’ll be filtering against the status (open, 
closed, pending) and downloading the results of each of these queries.
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The JSON files are then converted into csv format using an online service1 and joined together to 
produce a single file with all the infractions using cat

Once complete, the file can 
be imported into an sqlite 
database along with the 
“naughty and nice list.csv” 
obtained during question 2

The logic behind the SQL query will be something like this

We want the name of the child and the number of infractions from the infractions table, (SELECT)
then using their names, find their match on the naughty or nice table (JOIN)
once they are matched up, get only the children that are naughty (WHERE)
order the results by number of infractions, least to greatest (ORDER BY)

Looking at the format of the table, it looks like there is one entry per child per infraction resulting 
in a lot of duplicate names. we can use the COUNT and GROUP BY statements in SQL to aggre-
gate these results and then match the names up to the naughty list.

sqlite> select infractions.infractions__name, count(*) from infractions left join nan on infrac-
tions__name = nan.name where nan.non = “Naughty” group by infractions__name order by 
count(*) limit 5;

In the output above, we can see that in the Naughty list, the children have at least 4 infractions.

1 https://json-csv.com/
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To find the names of at least 6 insider threat moles, we can use the “BOLO - Munchkin Mole Re-
port.docx” document found in the SMB share along with the database of infractions we created in 
the previous step. In addition, Minty’s hint # 3 tells us that he reported the 2 munchkin moles that 
were apprehended (citing hair-pulling, rock throwing and atomic wedgies)

In the BOLO document, we receive 
a few pieces of key information. The 
infractions that the moles were cited 
with and more importantly, their 
names. 
We can query the database that we 
have and see if there are any entries 
for these 2 munchkins

We can see in the above output that they are both in the database, and both guilty of at least 2 of 
the 3 offenses that Minty mentioned. Armed with this information, we can formulate a query that 
can (at the very least) get us a few good suspects.
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For our query, we’ll search for names with that have more than 1 count of “Aggravated pulling of 
hair”, “Giving super atomic wedgies” or “Throwing rocks (at people)” infractions. This results in 8 
names (with both of the known munchkin moles included)

It would appear that the names of 8 suspected munchkin moles are as follows:

“Beverly Khalil”
“Bini Aru”
“Boq Questrian”
“Kirsty Evans”
“Manuel Graham”
“Nina Fitzgerald”
“Sheri Lewis”
“Wesley Morton”

And to verify their place on the Naughy or Nice list, we join the NaN table and search for their 
names 
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Lastly, after completing the Bumble’s Bounce snowball challenge, a conversation is un-
locked between Bumble the Abominable Snowmonster and Sam the Snowman.

Based on this conversation, we find out that the culprit behind the giant snowballs terrorizing 
the north pole is none other than Bumble, the Abomniable Snow Monster. This is corroborated 
by page 5 of the Great Book where in the past, he has been known to enslave elves to create giant 
snowballs he can use as weapons. Since then, he has become a friend to the elves. However, Sam 
the Snowman points out that he looks as though he is being hypnotized. The search for the REAL 
villain has only just begun.
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These pages of The Great Book can be obtained by completing objective #1 of the Bum-
bles Bounce Snowball Challenge Level



65Questions and Answers - Elf as a Service

available hints

6) The North Pole engineering team has introduced an Elf as a Service (EaaS) 
platform to optimize resource allocation for mission-critical Christmas en-
gineering projects at http://eaas .northpolechristmastown .com . Visit the system 
and retrieve instructions for accessing The Great Book page from C:\great-
book.txt. Then retrieve The Great Book PDF file by following those directions. 
What is the title of The Great Book page?

Elf as a Service

The title of the Great Book page retrieved from the EAAS server is: 
“The Dreaded Inter-Dimenstional Tornadoes”
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The eaas server resides on 10.142.0.13. Looking at our NMap scans, it looks like only port 80 is 
available (as we don’t have RDP credentials). Using port forwarding , we forward our local port to 
port 80 and establish a connection with our browser

EAAS
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According to Sugarplum Mary, This site is a way to request the assistance of engineers for toy 
production. XML data is used to manage the requests (Hint #2) and to make things easier, a sample 
layout is available to us.

sample xml elf request

The sample XML template (above) 
can be submitted to the elf order page 
(right) to requst the assistance of an 
elf. The form protects against various 
type of XSS attacks so another attack 
vector must be used.

1 https://pen-testing.sans.org/blog/2017/12/08/entity-inception-exploiting-iis-net-with-xxe-vulnerabilities

Fortunately, Sugarplum Mary pro-
vides a hint (#3) about the sample’s 
lack of a DTD refererence. This, along 
with her hint (#4) regarding external 
XML entities1 can allow us to obtain 
information from the host that would 
otherwise be inaccessble.
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To mount an XML External Entity attack, we supply, in the header of the XML file,  an entity state-
ment that that tells the form to load a DTD from an external source. This will point to a web server 
we control that hosts a DTD file 

In the DTD file itself, we will have another entity statement,  this time, creating a variable that con-
tains the data we want to receive. This variable is appended into yet another entity statement which 
performs a get request to a web server we control. 

With our webserver ready, the xml file is uploaded. After a few moments, we see a request come in 
for our webserver. The first request, as expected, is asking for the dtd file. The dtd file is sent over 
and a moment later, another request, this time, containing the contents of the file c:\greatbook.txt 
which happens to be the URL where the page of the great book is stored

The Great Book page is titled:
The Dreaded Inter-Dimenstional Tornadoes

xml payload

fake dtd file
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available hints

7) Like any other complex SCADA systems, the North Pole uses Elf-Machine 
Interfaces (EMI) to monitor and control critical infrastructure assets . These 
systems serve many uses, including email access and web browsing . Gain access 
to the EMI server through the use of a phishing attack with your access to 
the EWA server . Retrieve The Great Book page from C:\GreatBookPage7 .pdf . 
What does The Great Book page describe?

Elf Machine Interfaces

 The page of the Great Book retrieved from the EMI server describes the existence of the witches 
of OZ, and how, while very powerful, remained neutral during the events of the Great Schism.



71Questions and Answers - Elf Machine Interfaces

Awesome, yea if anyone finds that .docx file containing the recipe for 
“gingerbread cookie recipe”, please send it to me in a docx file. Im 
currently working on my computer and would totally download that to my 
machine, open it, and click to all the prompts.

Thanks!

Alabaster Snowball.

On 11/15/2017 1:18 PM, tarpin.mcjinglehauser@northpolechristmastown.com 
wrote:
> Ewww, raisin. I loved the gingerbread cookies myself. I think that 
Mrs 
> Claus gave me the recipe. If I find it, ill send it to you in an 
> email. I believe it was a a MS Word docx file. So keep an eye out for 
> an email containing the words “gingerbread” “cookie” “recipe” and a 
> link or attachment to the .docx file.
>
>
> On 11/15/2017 1:16 PM, pepper.minstix@northpolechristmastown.com 
wrote:
>> I liked the raisin ones myself. Dont know about the gingerbread 
ones.
>>
>>
>> On 11/15/2017 1:14 PM, sparkle.redberry@northpolechristmastown.com 
>> wrote:
>>> Me neither, sorry.
>>>
>>>
>>> On 11/15/2017 1:13 PM, mary.sugerplum@northpolechristmastown.com 
wrote:
>>>> Sorry, I dont know that recipe or have any left.
>>>>
>>>>
>>>> On 11/15/2017 1:10 PM, 
>>>> alabaster.snowball@northpolechristmastown.com wrote:
>>>>> Does anyone have any cookies left over from Mrs Claus cookie 
stock 
>>>>> pile from last year? I’m working on the computer non-stop until 
>>>>> Christmas doing development and desperately need some of her 
north 
>>>>> pole famous gingerbread cookies to keep me going.
>>>>>
>>>>> I already emailed her but for she is not in the North Pole.
>>>>>
>>>>> I NEEEEED MOAR COOKIES!
>>>>>
>>>>> -Alabaster Snowball
>>>>>
>>>>
>>>
>>
>

For this task we need to gain access to the EMI server through the use of phishing attack. 
During our visit to the mail server we stumble across the following email

Alabaster’s email
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According to Alabaster’s 
email, he is ready to click 
yes to all links in a docx 
file that has the words 
“gingerbread”, “cookie”, 
and “recipe”. 

We compose our email 
accordingly and send it to 
Alabaster.

Alabaster looks to be the prime candidate for a phishing attack.  We can use a Microsoft Word 
document that abuses the DDE feature1 to remotely execute code on his machine, thanks to the 
hint provided by Shinny Upatree. But what payload will we use? 

Once again, Shinny Upatree provides a very important hint, telling us that Alabaster is running 
IIS eith aspx on the EMI server. With this information, we can attempt to download a simple aspx 
webshell2 into the webroot directory (typically C:\inetpub) with the remote code execution that we 
have with our DDE document. Our word document will have the follwing statements embedded in 
a field.

1 https://sensepost.com/blog/2017/macro-less-code-exec-in-msword/
2 https://raw.githubusercontent.com/tennc/webshell/master/fuzzdb-webshell/asp/cmd.aspx

The word document is then saved and ready to be emailed.

Meanwhile, we have our 
webserver brought up and 
hosting our webshell. After 
a few moments, we can 
see that our exploit was 
successfull and a request is 
made for our malicious aspx 
file.

docx file
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Browsing to our URL we can see that we were able to succesfully write our webshell to the webroot 
directory and now able to execute commands on the server.

The page of The Great Book can be found in the web root directory as GreatBookPage7.pdf We 
will need a way to transfer the file over to our machine. Going through the email server again, we 
see Alabaster mention that he has installed nc.exe in the PATH of variable of his machine.

We check for the existence 
of nc on the host (using 
2>&1 to redirect error 
messages to STDOUT to be 
printed on the page), and 
once it’s confirmed, we redi-
rect the file into netcat and 
send it to our machine 

webshell

Alabaster’s email
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On our machine, we have anetcat listener ready to catch any connection and redirect all received 
data into the file “GreatBookPage7.pdf ”

The Great Book Page is titled “Regarding the Witches of Oz” and describes the existence of the 
witches of OZ, and how, while very powerful, remained neutral during the events of the Great 
Schism.
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available hints

8) Fetch the letter to Santa from the North Pole Elf Database at http://edb .
northpolechristmastown .com . Who wrote the letter?

The Elf Database

The letter to Santa fetched from the Nort Poel Elf Database was written by the Wizard of 
Oz.
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For this challenge, we will need access to the elf database at http://edb.nortpolechristmas-
town.com and see the letter to santa. We do some light enumeration.

In the nmap results we 
see 2 ports serving HTTP, 
ssh and ldap. nmap also 
produces the contents of 
robots.txt and we find a 
hidden directory, /dev.

We portforward to port 8080 and take a look around. the /dev directory contains a txt file named 
LDIDF Template containing unsuprisingly, an LDIDF template. This may prove useful later on.

nmap output

/dev

webappLDIF template
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Looking at the source code of the web app, It would seem that we need a cookie, and the 
correct np-auth token to be able to access the page. Wunorse’s hint #3 talks about forging a 
token but to do that, we’ll first need a token. 
Wunorse talks about getting hit with a xss attack (Hint #2) and that’s exactly what we’ll do. 

In the support page, we know that the tickets will be checked using the web interface. We 
will embed a malicious xss code that will connect back to our listener with the values for 
the cookie and jw totken. Using the link in Wunorse’s hint, we find a list of scripts1 that we 
can use to test for XSS.

1 https://www.owasp.org/index.php/XSS_Filter_Evasion_Cheat_Sheet

source code

support page succesfull xss
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Once we find a snippet that works we will use it in our password request. Below are the 
results of the XSS attempts.

In the above screentshots, we obtain the session cookie and the JWT used for authentication.

local lsitener



79Questions and Answers - The Elf Database

With the session cookie and JWT in hand, we can replay this back to the server using the firefox 
dev tools. Refreshing the page redirects us into the account page of the web application.

The web application allows us to make queries against the north pole’s active directory server.  In 
the upper right corner however, looks to be the santa panel. Unfortunately, It is only available if 
you are a Claus. 

It looks like we’ll need to trick the 
server into thinking we’re santa claus 
to gain access to this panel. This can 
be done by forging the JWT.

elf database
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To forge a working token, we need to understand the format of JWTs.
A JWT is composed of three parts, the header, typically containing the type of token (JWT) and 
the hashing algorithm being used; The payload, which contain the data that is being sent (referred 
to as claims) and finally, the signature which is the encoded header and payload signed with a se-
cret to ensure the message wasn’t changed during transit. The result is three base64 encoded strings 
separated by dots. This is illustrated below using an online JWT debugger1

Before we can forge the token,a key is needed to sign it. Wunorse mentions the possiblity 
of weak keys being used for the token. This time, we’ll try brute forcing the key using a tool 
called jwt-cracker1 after a few moments the key is cracked and the secret is revealed to be 
3lv3s

Now that we have the key, we can forge tokens using pyjwt3. In the UID field, we’ll try san-
ta.claus. We’ll also change the expiration to a valid date in the future.

1 https://jwt.io/#debugger-io
2 https://github.com/brendan-rius/c-jwt-cracker
3 https://github.com/jpadilla/pyjwt

jwt .io
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Using the newly-generated token, we attempt to access the database again. Looking at our profile, 
we can see that we have succesfully logged in as santa claus. Unfortunately, we still get the same 
error message. Using the information in the profile page, we recreate the token and correct the “ou” 
and “department” fields in the payload and see if we can get a different result.

This time, attempting to browse to the santa panel gives us a prompt for a password

user profile
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Wunorse gives us a hint regarding an article about LDAP injection attacks against Active Directory 
servers1. 

1 https://pen-testing.sans.org/blog/2017/11/27/understanding-and-exploiting-web-based-ldap

LDAP and  SQL injections are similar in the 
sense that unsanitized user input can be allowed 
to break out of the predefined queries and exe-
cuted on the database.  

For our search terms we supply “))” to close the existing query. Next we follow it up with “(|” which 
is equivalent to the SQL “OR” statement. Lastly we add “(cn=” to complete our query. The database 
will then execute it’s predefined query but will return any record with a canonical name. The result 
is a full dump of the database.

Unfortunately, the password isn’t part of the output that the database provides. Perhaps we can 
coax the web page to display the password values? To do this we take a look at the source code and 
study how the webpage displays data. Using the node inpsector tool, we select the dropdown and 
look at the corresponding values in the source

We see that the values for the dropdown correspond to variable names in AD.
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Going back to the LDIF template, we can see that the password variable is named userPassword. 
Let’s try editing the page to display the user password. 

We substitute the depar-
ment variable with us-
erPassword and save the 
changes. Now, when we run 
our query and list all the 
users, the contents of the 
password field is displayed.
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Santa’s password is stored as an MD5 hash in the AD database. While it would be impossible for us 
to revert the hash into it’s original value, there are tools available to us that we can use to attempt to 
brute force the hash, given a large enough wordlist. For this instance, we’ll use the rockyou wordlist

The tool hashcat claims to be the world’s fastest password recovery tool.  True to it’s name, it cracks 
the hash within a few seconds. Santa’s password is reported to be “1iwantacookie”

hashcat
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Alas, the mo-
ment we’ve all 
been waiting 
for! We click on 
the Santa panel 
and are prompt-
ed for Santa’s 
password. We 
supply it the 
output from 
hashcat and ...

Lo and Behold! A letter from none other than the Wizard of OZ!
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9) Which character is ultimately the villain causing the giant snowball 
problem . What is the villain’s motive?

The Real Villain

The character ultimately responsible for causing the giant snowball problem is  Glinda, the good 
witch of Oz.Her motive was  to stir up tensions between the munchkins and elves in order to start 
a war between OZ and The North Pole. She would then sell her magic and spells to both sides 
making a ton of money in the process.
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After completing the final snowball challenge (“We’re off to see the...”). A Conversation between 
the player and Glinda, the Good Witch is unlocked

It looks like Glinda was the REAL villain behind the snowballs. She was hoping to stir up tensions 
between the munhkins and elves in order to start a war between Oz and The North Pole! But why? 
Because she wanted to sell her magic and spells to both sides making a ton of money in the pro-
cess.
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Letter from the Wizard 
of Oz
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Naughty and Nice 
List

Submitted on this the 24th of November 2017 pursuant to the EU 
General Data Protection Regulation (GDPR). Infraction information 
in this list has been removed to protect the privacy of those identi-
fied. Subjects identified in this document may exercise their right to 
object to the processing of this data pursuant to GDPR Article 21 
by contacting gdpr@northpolechristmastown.com.

Abdullah Lindsey Nice
Abigail Chavez Nice
Aditya Perera Naughty
Adrian Kemp Nice
Adrian Lo Nice
Adriana Sutherland Nice
Agnes Adam Nice
Ahmed Hernandez Nice
Al Molina Nice
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Alabaster Snowball Nice
Alejandro Burnett Nice
Alexa Pearson Nice
Alexander Sweeney Nice
Alfred Slater Nice
Alfred Yang Nice
Alice Brock Nice
Alice Salas Nice
Alina Davis Naughty
Allen Farmer Naughty
Allen Grant Nice
Allison Barton Naughty
Aman Das Nice
Amanda Dunn Nice
Amber Rao Nice
Amelia Mark Nice
Amelia Saleh Nice
Amir Shelton Nice
Amr Rivas Nice
Andrew Saeed Nice
Andy Soriano Nice
Angelica Macdonald Nice
Anil Marquez Nice
Anil Newman Nice
Anna Duncan Nice
Anthony Chin Nice
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Anthony Lang Nice
Anthony Li Nice
Arnold Monroe Nice
Arthur Gray Naughty
Ashlee Aziz Nice
Ashlee Chen Nice
Ashlee Hodge Naughty
Asif Waters Nice
Autumn Bautista Nice
Autumn Marquez Nice
Barb Sharma Naughty
Belinda Prakash Nice
Belinda Vargas Nice
Bella Garg Nice
Bernadette Bradley Nice
Bernadette Holloway Nice
Bernadette Law Naughty
Beth Ryan Nice
Betsy Carr Nice
Betsy Marie Nice
Beverly Khalil Naughty
Bilal Lee Nice
Billy Griffith Nice
Bini Aru Naughty
Blake Donaldson Nice
Blake Nielsen Naughty
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Bob Byrne Nice
Bonnie Clayton Nice
Bonnie Maher Nice
Bonnie Roberts Naughty
Boq Questrian Naughty
Bradley Andrews Nice
Brenda Krishnan Nice
Brendan Cunningham Naughty
Brendan Ibrahim Nice
Brendan Rivera Nice
Brent Pascual Nice
Bridget Buckley Nice
Brittany Castillo Nice
Brittney Colon Nice
Brittney Frost Nice
Brooke Phillips Naughty
Bruce Aggarwal Nice
Bryan Freeman Nice
Bushy Evergreen Nice
Byron Foster Nice
Caleb Delacruz Nice
Cameron Maxwell Nice
Camille Goel Nice
Camille Silva Nice
Camille Velez Nice
Candice Ford Nice
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Cara Hudson Nice
Carla Buchanan Naughty
Carlo Arora Nice
Carlos Potter Nice
Carlos Whitehead Nice
Carol Peralta Nice
Carrie Garcia Nice
Carrie Nixon Nice
Casey Walters Nice
Cathy Nair Nice
Charles Mathews Nice
Charlotte Prasad Nice
Charlotte Rich Nice
Charmaine Gurung Nice
Charmaine Joseph Naughty
Chase Siddiqui Nice
Chase Vincent Nice
Cherry Hurst Nice
Chloe Allen Nice
Chloe Moran Nice
Christy McMillan Nice
Christy Srivastava Naughty
Christy Woods Nice
Cindy Lou Who Naughty
Cindy Patil Naughty
Cindy Patrick Naughty
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Cj Landry Nice
Claire Gurung Naughty
Cody Khalil Nice
Corey Malhotra Nice
Courtney Kramer Nice
Craig John Naughty
Curtis Summers Nice
Dale Choi Nice
Damian Bhardwaj Naughty
Damien Norton Nice
Damien Peter Nice
Damon Newton Nice
Darren Shrestha Nice
Darryl Dalton Nice
Daryl Flores Nice
Dave Bowen Nice
David Ballard Nice
Deanna Richardson Naughty
Deb Chase Nice
Deepak Obrien Naughty
Dennis Richard Nice
Derrick Christian Nice
Diego Chu Nice
Diego Davenport Nice
Dina Odonnell Nice
Dominique Bennett Nice
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Donald Jane Nice
Donald Johns Nice
Donna Adams Nice
Doreen Adam Nice
Doreen Griffith Nice
Dr. Who Naughty
Dwayne Manuel Nice
Edith Anderson Nice
Edwin Pandey Nice
Elaine Amin Nice
Ella Soni Nice
Ellen Gordon Nice
Erika Norton Nice
Erin Tran Naughty
Erin Wells Nice
Ernest Gillespie Nice
Ernest Rai Nice
Ernest Robbins Nice
Eugene Gandhi Nice
Eva Peter Nice
Evelyn Bryan Nice
Evelyn Horn Nice
Faith Harding Naughty
Farah Koh Nice
Fatima Moss Nice
Felix McLean Naughty
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Frances Ibrahim Nice
Francisco Villanueva Nice
Frank Chung Nice
Gabriela Brown Nice
Gabrielle Blue Nice
Gabrielle Pierce Nice
Gareth Patel Nice
Garry Tan Nice
Gene Cunningham Nice
Gene Walsh Nice
Gerald Becker Nice
Gillian Fernandes Nice
Gillian Henderson Nice
Gordon White Nice
Grace Cruz Nice
Grace Holmes Nice
Grant Prakash Nice
Greg Benson Nice
Greg Chung Nice
Gwen Hanson Naughty
Haley Davidson Nice
Hanna Allen Nice
Harold Ayala Nice
Heidi Diaz Naughty
Henry Turner Nice
Henry Williams Nice
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Holly Evergreen Nice
Hunter Carrillo Nice
Iris Shaffer Nice
Isabel Joyce Nice
Isabel Mehta Nice
Isabel Williamson Nice
Ivy Lai Nice
Jackson Yee Nice
Jacqueline Hawkins Nice
Jacqueline Smart Nice
Jared Islam Nice
Jasmin Sampson Nice
Jason Santos Nice
Jay Saunders Naughty
Jeanette Tanner Naughty
Jeffrey Oconnell Naughty
Jen David Nice
Jen Rodriguez Nice
Jen Santos Nice
Jennifer Haddad Naughty
Jeremiah Bradshaw Nice
Jeremy Khan Nice
Jess Aziz Naughty
Jessica Boyle Nice
Jill Burke Nice
Jill Calderon Nice
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Jillian Chandra Nice
Jillian May Nice
Jim Chen Nice
Jim Foster Nice
Jodi Espinoza Nice
Jodie Perera Nice
Johan Kirby Nice
Johan Oconnor Nice
John Coleman Nice
John Vaughn Nice
Johnny Potter Nice
Jojo Costa Nice
Joseph Salazar Nice
Josephine Howard Naughty
Joy Chandler Nice
Joy Kramer Nice
Joyce Franco Nice
Juanita Burgess Naughty
Juanita Gurung Nice
Juanita Thompson Nice
Juliet Robbins Nice
Julio Duffy Nice
Junior Ferguson Nice
Justine Winters Nice
Kari Marshall Nice
Karina Buckley Nice
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Karina Chavez Nice
Karina Cortez Nice
Karina Russo Nice
Karl Baldwin Nice
Karl Burnett Nice
Kat George Nice
Kate Boyle Nice
Kathryn McIntosh Nice
Katrina Maria Nice
Katy Bond Naughty
Katy Chen Nice
Kay Freeman Nice
Keith Power Nice
Kelli Grimes Nice
Kellie Petersen Nice
Kelly Bowers Nice
Kelly Fox Nice
Kendra Krishna Nice
Kenneth Myers Nice
Kenny Fletcher Nice
Kirsty Evans Naughty
Kris Swanson Nice
Kris Thornton Nice
Krishna Hubbard Nice
Kristine Burns Nice
Krystal Rios Nice
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Lana Ansari Nice
Lana Jennings Nice
Lance Bautista Nice
Lance Dee Nice
Lance Montoya Naughty
Larry Massey Nice
Larry McIntosh Nice
Lauren Lucas Nice
Lea Burns Nice
Lea Mendez Nice
Leah Williams Nice
Lee Bowers Nice
Leigh McKinney Nice
Leslie Tanner Nice
Lina Koch Nice
Lina Villa Naughty
Lindsey Lambert Nice
Logan Griffith Nice
Logan Harmon Naughty
Lois Aquino Nice
Lorena Dominguez Nice
Lorena Lindsay Nice
Lori George Nice
Lori Mohamed Naughty
Louie Rich Nice
Louie Stevens Nice
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Louis Leon Naughty
Lucas Daly Naughty
Lucas Johnson Nice
Lucas Raj Nice
Lucy Allen Nice
Luis Sinclair Nice
Lyn Riley Nice
Lynne Olsen Nice
Lynne Olson Nice
Lynne Rodgers Naughty
Maggie Khan Naughty
Malcolm Prasad Nice
Manish Jefferson Nice
Manuel Graham Naughty
Marc Michael Nice
Marcus Schmidt Nice
Margie Ferguson Nice
Margie Hoffman Naughty
Marian Brewer Nice
Marian Dalton Nice
Marian Kent Naughty
Mariana Reese Nice
Marie Keller Nice
Marilyn Malone Nice
Marion Manning Naughty
Marissa Gabriel Nice
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Marissa Whitehead Nice
Mark Frank Naughty
Mark Payne Nice
Marvin Sim Nice
Mary Bee Nice
Mary English Nice
Mary Hodge Nice
Maurice Delgado Nice
Maurice Jarvis Nice
Max Solomon Nice
Meagan Donovan Naughty
Meg Johnson Nice
Mel Chandler Naughty
Mel Matthews Nice
Mel Russell Nice
Melinda Charles Nice
Melissa Mendez Nice
Melissa Perera Nice
Meredith Cheung Nice
Mia Hartman Nice
Michael Burgess Nice
Micheal Ahmad Nice
Michelle Leach Nice
Mike Goel Naughty
Mina Benson Nice
Mina Teo Nice
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Mindy Winter Nice
Minty Candycane Nice
Miranda Samson Nice
Miriam Fox Nice
Miriam Graham Nice
Missy Hewitt Nice
Missy Ray Nice
Missy Wilson Nice
Mohammed Poole Nice
Mohammed Prince Nice
Mohd Guy Nice
Mohit Zimmerman Naughty
Molly Omar Nice
Mona Murray Nice
Monica Bryan Nice
Monica Roy Nice
Monique Gillespie Naughty
Mostafa Bell Nice
Mostafa Carpenter Nice
Nadia Buchanan Naughty
Nana Davidson Nice
Nancy Tan Nice
Naomi Abdullah Nice
Naomi Schultz Nice
Nate Bowers Nice
Nathan King Nice
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Nathan Tanner Nice
Nathaniel Allen Nice
Nathaniel Matthews Nice
Neha Shaikh Nice
Neil Lu Nice
Nicholas Landry Nice
Nicholas Thornton Nice
Nicky Knox Nice
Nicola Tanner Nice
Nicolas Juarez Nice
Nicolas Michael Nice
Nigel Brennan Nice
Nikhil Moore Nice
Nikhil Norman Nice
Nina Fitzgerald Naughty
Nitin Ma Nice
Noah Maher Nice
Norma Moran Nice
Nur Anthony Nice
Nur Ismail Nice
Oliver Garza Nice
Oliver Pandey Nice
Omar Fuentes Nice
Pam Chan Naughty
Pat Bradshaw Nice
Patricia Guy Naughty
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Paul Newton Nice
Pedro Abbott Nice
Pepper Minstix Nice
Phillip Sheikh Naughty
Pierre Bruce Nice
Pierre Poole Nice
Praveen Armstrong Nice
Prince Brock Nice
Prince Cannon Nice
Priya Ray Nice
Rachael Frazier Nice
Rachael Reilly Nice
Rachelle Brewer Naughty
Rafael Lane Nice
Raj Figueroa Nice
Rana Abbott Naughty
Rana Chang Nice
Randall Go Nice
Raul Fraser Nice
Ray Sharma Naughty
Regina Ma Nice
Rex Fischer Naughty
Rex Larson Naughty
Ricardo Wyatt Nice
Rich Rojas Nice
Richie Maria Naughty
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Rick Mark Nice
Ricky Aguilar Nice
Riley Lawrence Nice
Riley Love Nice
Roberta Forbes Nice
Roberta Gomes Nice
Rod Ballard Nice
Roger Acosta Nice
Ron Oneill Nice
Ross Garrett Nice
Roxanne Cervantes Nice
Roy Simmons Nice
Ruben Woodward Nice
Ryan Fisher Nice
Sabrina Lane Nice
Sam Bhardwaj Nice
Sami Gutierrez Nice
Sami Sandoval Nice
Samuel Reyes Nice
Sandeep Cameron Nice
Sandeep Quinn Nice
Sandeep Santos Nice
Sandra Osborne Naughty
Sandy Blake Nice
Sandy Rodriguez Nice
Sanjay Campbell Nice
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Sanjay Hammond Nice
Sara Mark Naughty
Sasha Chin Nice
Saurabh Chow Nice
Scott Islam Nice
Sean Lin Nice
Sergio Hancock Nice
Seth Barr Nice
Shane Armstrong Nice
Sharon Greene Nice
Shaun Low Nice
Shaun Miller Naughty
Shawn Arora Nice
Shawn Peralta Nice
Sheila Ann Nice
Shelby Saunders Nice
Shelley Elizabeth Nice
Shelley Meyers Nice
Sheri Ahmed Nice
Sheri Lewis Naughty
Sherri Carter Nice
Sheryl Atkins Nice
Shinny Upatree Nice
Silvia Muller Nice
Simon Greene Nice
Simon Pope Nice
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Simon Samson Nice
Sofia Cortez Nice
Sofia Mark Nice
Sophia Aguilar Nice
Sparkle Redberry Nice
Stacey Beck Nice
Stacey Kerr Nice
Stacy McMahon Nice
Stefan Ramos Nice
Stefanie Chauhan Nice
Stella Snow Nice
Stephanie Harrison Nice
Stephen Parks Naughty
Steve Boyle Nice
Steven Greer Nice
SugerPlum Mary Nice
Sumit Anand Nice
Sunil Oliver Nice
Susan Garcia Nice
Suzanne Hanna Nice
Suzanne Hart Nice
Suzanne Richard Nice
Sydney Ram Nice
Syed Dillon Nice
Sylvia Scott Nice
Tania Buchanan Nice
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Tarpin McJinglehauser Nice
Taylor Santos Nice
Ted Gould Naughty
Teddy Hobbs Nice
Teri Tolentino Nice
Tiffany Long Nice
Tina Humphrey Naughty
Tj Cox Nice
Tj McCoy Nice
Todd Anand Nice
Tom Reilly Nice
Toni Rodriguez Nice
Tori Gillespie Nice
Tori Perkins Nice
Tori Roman Nice
Tracey Rowe Naughty
Trevor Clements Nice
Trevor Parks Nice
Trey Harvey Nice
Ty Ferreira Nice
Val Garner Naughty
Vanessa McGuire Nice
Vera Harrington Nice
Vera Palmer Nice
Vera Thakur Nice
Vera Tiwari Nice
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Vicki Nielsen Nice
Vickie Solis Nice
Victoria Joyce Nice
Vijay Robbins Naughty
Vikas Barker Nice
Vikas Gee Nice
Wanda Gurung Nice
Wanda Steele Nice
Wesley Morton Naughty
Wunorse Openslae Nice
Yvonne Willis Nice
Zac Oconnell Nice



Special Thanks

a Special thanks to all of this year’s 
participants who lent a helping hand 
and for making this year’s holiday 

hack challenge merry and bright

and A very Special THanks to all the 
folks at Counter hack for putting

 together such an amazing online 
event!

Until Next year!

-Jason
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